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eConsent-based {rocessing -
TTgehT=l TIE L&,

ePurpose limitation - == gt
327 U, AT IS T,

eData minimisation -
daer a.

yg@ @ (Banking Context @ed
THSA EY)

e Data Princpial - se=r Mg

e Data Fiduciary - s Sft a1 aTa

e Data Processor - CBS> vendor
/ IT service {rovider

e Consent Manager - consent
SITEATI HTH JOTTeA .

AT GeheUdT ST STTRI-EHES 9T
@] g, fassd: KYC, lending emifor
digital transactions &3,

TTEehTe SATTHT : FhETS! Tl TR

DPDP 1 3Td@ifd UTEshiT @ieiid
SRR ﬁé 3T|%ﬁ:

e 32T Access T JARHR
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e Correction emfor  Updation
FUATET HATIRR
e SoQm Erase = R

e Grievance redressal =t

SRR

Jren Hqd W HI, SRl @l
Customer data lifecycle uofoor
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Consent Management : sfmsfia
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DPDP Act gz sfrmed wata H@iat
Fead “Consent Management” ued
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Consent hr:

e Free (T=a feaieft)

e Specific (3ufesh EMEET)

o Informed (qof mrfeet &)

e Unambiguous (¥9%)
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.
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3) Data Breach Reporting
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e g1 cafd Raie s stavash.
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DPDP Act Zwgma Data
Protection Board @1 breach esamt
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amge dual reporting requirement
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DPDP Act afor RBI femmefier e
(Conflicts)

e Retention vs Erasure

RBI 321 3Ufs we@dl oo
ATETIR

DPDP 3291 HueameR delete 01

e Breach Reporting Timeline

RBI @ftd / hrel ammd

DPDP fifsra d=sd (reasonable
time)
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policy TR 0 SFATETah 3R,

Data Protection Princpiles : s/
FT B

e Purpose Limitation

TTEshT=l ST Wt Sloledl  3eRNdTd!
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e Storage Limitation

3L U7 AR 32T 39

e Security Safeguards

Encryption, access control, audit
trail It el

RBI #rfesis aw : TEhRl sehradt
T 3Tufera ?

Reserve Bank of India = fafae
Circulars grR a1 genw smfr IT
Governance smed e fgw foet s1me.

2) IT Governance Framework

e s IT policy Tam =20t

* Board level oversight et

» Information Security Police =]
O

R) Cyber Security Framework

e Cyber audit Fafiya o

e Vulnerability assessment afor
Penetration testing

Incident response mechanism

TEhN] ShETS! 3TeEH:

e IT infrastructure #=ifga

e Skilled manpower =t

¢ Vendor dependency SiEd

e Compliance awareness %t

=mge DPDP compliance 2 &%

FeI o8 & Operational challenge
AT,

Governance Framework :
T HE ?

e Data Protection Officer (DPO)
oy

T TS SAeITeIgR Tfehit

e RoPA (Records of Processing
Activities)

T FS ATOT T AT AT AT Aig

¢ Board Level Accountability
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o samt

Banking Operations #=3 DPDP =f
AT

e KYC Process

Wh AT HTfed! ooy

consent document =0t

e Loan Processing

. .

321 sharing @M1 consent Eot

third-party risk =azenfua s

» Digital Banking

mobile app w&d privacy by design

wSied authentication womedt

Non-Compliance = qftomg

DPDP 31t afaria:

1S ek 58 (crores L)

Data Protection Board gr =iehsft

yfeasar ufRoma-

TEFrl SRt 7 fovma: R e
FRO DET FIUE  fagEER e
7.

Integrated Compliance Strategy
geret fomm

ST @refler integrated approach
TR SETIH IR

¢ IT + Legal + Risk management
T A

» Cyber security s1for data privacy
THTIT HL0T

o fafya training 3Tfor awareness
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fird; DPDP Act 2023 72 st
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Reserve Bank of India = #
Tiestsh qwagar nfor Digital Personal
Data Protection Act, 2023 =1 W
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